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Addendum 2 
 

To:       All Prospective Offerors 

From:       Scott Bachtell, Supervisor of Purchasing 

Reference:      Bid 2018-16 Network Security & Assessment 

 

REVISED Proposal Due DATE: December 18, 2017 by 11:00 AM EST 

Washington County Public Schools 

Center for Education Services  

10435 Downsville Pike 

Hagerstown, Maryland 21740 
 

This addendum is being issued to provide additions, corrections, clarifications and answers to certain questions 

raised referencing the original RFP packages and any resultant contracts for the above bid. 

 

1. Question: Will the Network Assessment be used to assist in NIST 800 compliance? 

 

Answer: Needs to assist in NIST 800, COPPA, FERPA, CIPA Compliance. ITIL Standards 

 

2. Question: Is the scope of all items detailed in H limited to systems and infrastructure located at the Center for 

Educational Services 10435 Downsville Pike Hagerstown, MD 21740 or will systems outside of this location 

be in scope as well? 

 

Answer: All systems are located at Center for Educational Services at 10435 Downsville Pike and at our 

Disaster Recovery location, 820 Commonwealth Ave, Hagerstown MD 21740 

 

3. Question: Could a rough estimate of the number of systems for internal and external systems be given for 

scoping purposes? (i.e CIDR range, # of systems, etc) 

 

Answer: > 250 servers. Internally, most locations have 5 or 6 /22 networks, along with some /24 and 

possibly a /21 for wireless depending on the site needs. External approximately 550 addresses. 

 

4. Question: What is the desired frequency for vulnerability scanning services? Typically, this is performed 

monthly or bi-monthly. 

 

Answer: During the scope of the project, monthly. 

 

5. Question: Could a system provided by the vendor be deployed on the WCPS network for remote access to some 

of the services requested? 

 

Answer: Yes, we have Linux based Avaya VOIP Appliances 

 

6. Question: How many websites approximately would be in scope for the website penetration testing?  (If 

possible, how large are the applications in scope? Number of links, heavily dynamic content or mostly static?) 

 

Answer: >10 websites between internal and external. All Static Links. Applications are fairly large 
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7. Question: Is the testing going to be a black-box approach or more white-box approach with accounts, source 

code, system access, etc. being provided? 

 

Answer: Black Box Approach 

 

8. Question: Is there a specific compliance requirement driving the need for these security services? 

 

Answer: COPPA, FERPA, CIPA 

 

9. Question: Is this a new requirement?  Has WCPS received services listed in the past? 

 

Answer: New Requirement 

 

Questions 10 through 22 are in reference to Section III, Letter H, Technical Requirements:  The 

Contractor shall perform a network security assessment on WCPS’ network environment, with specific 

but not exclusive concentration on: 

 

10. Question: Vulnerability Scanning Services:  Roughly, how many divisions/programs are in scope for this 

project? 

 

Answer: Server and Network environment expands through approximately 10 different division / district 

office specialties 

 

11. Question: Vulnerability Scanning Services:  Roughly, how many endpoints/hosts are in scope for this project? 

(e.g., Up to 100, 500, 1000) 

 

Answer: >= 100% scan on Data Center / Infrastructure equipment = 100 hosts, x network switches, x 

UPS, 35% of approx. 30,000 Staff and Student devices which are a mixture of Windows, MAC, iOS 

 

12. Question: Vulnerability Scanning Services:  Roughly, how many internal IPs are in scope for this project? (e.g., 

Up to 50, 150, 200) 

 

Answer: Potential for up to 350,000 routable IPs, 10,000 non-routable 

 

13. Question: Penetration Testing:  Sometimes the number of vulnerabilities identified during an assessment can be 

quite large (e.g., in the hundreds). What criteria will WPCS expect the awarded vendor to use when deciding 

which vulnerabilities to exploit (e.g. all critical and high findings, top 25, or something else) 

 

Answer: All Critical, High, Medium Findings 

 

14. Question: Penetration Testing:  Are any of the resources being pen tested managed by non-WCPS staff/third 

parties?  (I.e., require the tester to get prior approval before pen test can start) 

 

Answer: Yes 

 

15. Question: Data Center Security Architecture Review:  Is the data center in the same building as the location at 

Downsville Pike? 

 

Answer: Primary Data Center, yes. DR Data Center is located at 820 Commonwealth Ave 

 

 



 

10435 Downsville Pike 
Hagerstown MD  21740 

301-766-2800 

 

 
16. Question: Wireless Network Assessment:  Is heat mapping in scope for the wireless network assessment? 

 

Answer: No 

 

17. Question: Wireless Network Assessment:  Is password cracking in scope for the wireless network assessment? 

 

Answer: Yes 

 

18. Question: Wireless Network Assessment:  Is pen testing and exploiting discovered vulnerabilities in scope for 

the wireless network assessment? 

 

Answer: Yes 

 

19. Question: Wireless Network Assessment:  What kind of wireless network dows WCPS use? (i.e., IEEE 802.11, 

<WiFi>, IEEE 802.15<WiMAX> or other) 

 

Answer: 802.11 

 

20. Question: Wireless Network Assessment:  Is there a guest wireless network in scope? 

 

Answer: Yes 

 

21. Question: Web Site Penetration Testing:  Roughly, how many dynamic pages and unique user roles are in scope 

for this project? 

 

Answer: >10 websites between internal and external. All Static Links. Applications are fairly large 

 

22. Question: Is the information in Addendum #3 still current?  And if not, what has changed? 

 

Answer: No, please review Answers to all of the Questions within this Addendum. It is anticipated that 

the scope of this review is much larger and any previous RFP's or Addendum's should not be taken into 

consideration for this Project Scope. 

 

23. Question: Vulnerablity Scanning:  Please share count of IP's 

 

Answer: Potential for up to 350,000 Internal routable IPs, 10,000 non-routable. External is 

approximately 550 

 

24. Question: Penetration Testing:  No. of Ext IP's 

 

Answer: 550 

 

25. Question: Penetration Testing:  No. of Internal IP's 

 

Answer: Potential for up to 350,000 Internal routable IPs, 10,000 non-routable. External is 

approximately 550 

 

26. Question: Network Security Architecture Review:  Number of switches, routers, servers, other network devices, 

no. of VLANS 

 

Answer: 330 
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27. Question: Social Engineering:  No. of locations and target employees 

 

Answer: Email = 2,500; Phone / Text = 8 buildings 

 

28. Question: Wireless Penetration Testing:  Please share the no. of locations and No. of SSID's on each location 

 

Answer: 3 –4 SSID's (depending on site location): 4 Locations 

 

29. Question: Application Security Testing:  Please share count of URL's for Black Box Pen Test 

 

Answer: 10 URLs both Internal and External 

 

30. Question: Application Security Testing:  Please share No. of pages and user roles for Grey Box Testing for 

each application 

 

Answer: Student – 6 pages; Staff – 6 pages; Food Services – 6 pages each as well. 3-4 roles depending on 

the system 

 

31. Question: Information Risk Assessment:  Scope(IT Dept/Full Organization/Custom) 

 

Answer: IT Department and Full Organization 

 

32. Question: Information Risk Assessment:  Please share Number of departments  / business units in the scope 

 

Answer: Server and Network environment expands through approximately 10 different division / district 

office specialties 

 

33. Question: Information Risk Assessment:  Please share Number of employees in the scope 

 

Answer: 2,500-3,000 

 

34. Question: Information Risk Assessment:  Please share No. of locations 

 

Answer: 8 

 

35. Question: Information Risk Assessment:  Do you have a risk management process already defined and in 

place? 

 

Answer: Early stages of process definition, completion based upon results and any additional work 

needing completed first. 

 

36. Question: Information Risk Assessment:  Is the organization certified in other standards 

 

Answer: K-12 certification standards are FERPA, COPPA, CIPA. WCPS additionally adds NIST-800 

Compliance and ITIL Standards 

 

37. Question: Is this is new requirement or is there an incumbent?  If there is an incumbent, who is the contractor 

and what is the contract number and value? 

 

Answer: New Requirement 
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38. Question: Do you any internal pen tester? 

 

Answer: No 

 

39. Question: Have you had external pen testing before? 

 

Answer: Yes, in early 2016 

 

40. Question: Any vulnerability scanner tool presently? 

 

Answer: No 

 

41. Question: Can we have copy of you present network topology? 

 

Answer: Will be provided to awarded vendor at Project Start 

 

42. Question: How many personnel do you require for each task? 

 

Answer: This is dependent on the awarded Vendors capabilities to support the level of Project Scope 

provided 

 

43. Question: Do you want the financials in the technical section or another part of the RFP? 

 

Answer: The letter from the vendor’s bank or lending institute is to be included in the Technical 

information 

 

44. Question: Vulnerability Scanning:  Please confirm that the scope of the vulnerability scanning includes both 

external and internal scanning. 

 

Answer: Yes 

 

45. Question: Vulnerability Scanning:  How many public IP addresses are to be included in the external 

vulnerability scanning? 

 

Answer: 550 

 

46. Question: Vulnerability Scanning:  How many internal IP addresses are to be included in the internal 

vulnerability scanning? 

 

Answer: Potential for up to 350,000 Internal routable IPs, 10,000 non-routable. 

 

47. Question: Vulnerability Scanning:  For the internal vulnerability scanning, will all the network segments be 

reachable from a central location (i.e., no network segmentation)? 

 

Answer: Primarily yes, however there are approximately 53 Security Camera IP's that are not routable 

that will need reached at each District Location 

 

48. Question: Vulnerability Scanning:  Will there be any time restrictions for performing the vulnerability 

scanning?  Or will we be able to perform it during production hours during the day? 

 

Answer: Prefer to be done during off hours to limit the potential user impact of system unavailability 
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49. Question: Vulnerability Scanning:  The RFP asks for the type and frequency of the proposed service.  Is more 

than one scan expected during the period of performance? 

 

Answer: No, but would like to know expectations of used processes and services. 

 

50. Question: Vulnerability Scanning:  The RFP asks for details regarding remediation.  Do you expect the chosen 

provider to perform remediation for discovered vulnerabilities?  This would be difficult without knowing the 

number and severity of vulnerabilities. 

 

Answer: Perform, NO – Suggestions, Yes 

 

51. Question: Penetration Testing:  Please confirm that the scope of the penetration testing includes both external 

and internal testing. 

 

Answer: Yes 

 

52. Question: Penetration Testing:  Will there be any time restrictions for performing the penetration testing?  Or 

will we be able to perform it during production hours during the day?  For consideration of potential attack 

vectors, daytime activities are recommended. 

 

Answer: Prefer to be done during off hours to limit the potential user impact of system unavailability 

 

53. Question: Penetration Testing:  The RFP asks for the type and frequency of the proposed service.  Is more than 

one penetration test expected during the period of performance? 

 

Answer: No, but would like to know expectations of used processes and services. 

 

54. Question: Penetration Testing:  The RFP asks for details regarding remediation.  Do you expect the chosen 

provider to perform remediation for discovered vulnerabilities?  This would be difficult without knowing the 

number and severity of vulnerabilities. 

 

Answer: Perform, NO – Suggestions, Yes 

 

55. Question: Physical Site Audit:  Would you like physical penetration testing included in the physical site audit? 

 

Answer: Yes 

 

56. Question: Social Engineering:  What social engineering vectors are in scope (e.g., email/phishing, 

phone/pretexting, physical, USB drops, etc.)? 

 

Answer: Email / Phishing, Phone, Physical 

 

57. Question: Social Engineering:  If phishing is included, how many phishing targets are in scope?  How many 

different phishing campaigns? 

 

Answer: 3 separate (Email, Phone / Text, Physical) between 2,500 to 3,000 users 

 

58. Question: Wireless Network Assessment:  How many locations are in scope? 

 

Answer: 4 locations 
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59. Question: Wireless Network Assessment:  How many ESSIDs are deployed? 

 

Answer: 3 – 4 depending on location 

 

60. Question: Wireless Network Assessment:  Is there a guest network?  If so, does it use a captive portal? 

 

Answer: Guest Network, Yes – Captive Portal - Yes 

 

61. Question: Wireless Network Assessment:  Would you like wireless penetration testing activities (e.g., MiTM) 

included in the effort? 

 

Answer: Yes 

 

62. Question: Web Site Penetration Testing:  How many web applications are in scope?  Are they externally and/or 

internally accessible? Who are the user populations? 

 

Answer: >10 websites between internal and external. All Static Links. Applications are fairly large. Staff, 

Students, and Parents 

 

63. Question: Web Site Penetration Testing:  Do any of the web applications use multifactor authentication? 

 

Answer: No 

 

64. Question: Web Site Penetration Testing:  Approximately how many dynamic web pages within each 

application? 

 

Answer: Depending on system, could range from 6 to approximately 25 pages 

 

65. Question: Web Site Penetration Testing:  Will credentials be provided for the assessment?  If so, for how many 

different roles for each web application? 

 

Answer: We will create ID's to awarded vendor once we know a complete list of staff who will be testing 

against each section and their identifying roles to perform. 

 

66. Question: Information Risk Assessment:  Is there a standard that you would like used for the risk assessment 

(e.g., NIST 800-30)? 

 

Answer: NIST 800, COPPA, FERPA, CIPA, ITIL 

 

67. Question: Information Risk Assessment:  Does an asset inventory with criticality ratings exist? 

 

Answer: Yes 

 

68. Question: In section I.37.b it states a redacted copy of the proposal should be submitted, is this an additional 

copy on flash or CD to the required printed and CD /flash copy to submitted for the evaluation mentioned in 

section II.9? 

 

Answer: If the offeror has proprietary and confidential information included in their bid submission 

they must submit a redacted electronic copy (on a flash-drive or CD) of the proposals.  The redacted 

copy of the Technical proposal can be submitted on the same flash-drive or CD as the non-redacted 
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Technical proposal.  The redacted copy of the Price proposal can be submitted on the same flash-drive or 

CD as the non-redacted Price proposal.      

 

69. Question: Will an extension of the submission date be afforded to allow for reaction to the expected Q/A 

amendment release? 

 

Answer: Please see the revised Proposal due date listed on this Addendum.  

 

70. Question: Do you accept electronic signatures on required forms? 

 

Answer: No, the signature must be an original signature. 

 

71. Question: Will you post the questions and answers from the pre-proposal meeting? 

 

Answer: There were no official answers provided at the pre-proposal meeting.  All questions requiring 

an official answer were to be submitted in writing. 

 

72. Question: For the Price Proposal are we to submit our response using Attachment B that is within the RFP or 

are we to use the Excel spreadsheet that was also provided? 

 

Answer: The Excel spreadsheet was used to create Attachment B within the RFP document.  The 

spreadsheet has been provided for the vendor’s convenience.  Either Attachment B may be used for 

submission  

 

73. Question: Do you want a hard copy of our redacted proposal as well as a copy on a flash drive/CD? 

 

Answer: If a redacted copy of either or both proposals is submitted it is only required to be submitted 

electronically  

 

74. Question: Page 21, Item f.1. states that we are to provide a spreadsheet with names and titles of key 

personnel.  Will a table within our response suffice? 

 

Answer: Yes 

 

75. Question: Page 22, Item J – are we to include a copy of the Service Agreement (Attachment C) in our 

response? 

 

Answer: No, this agreement will be sent to the awarded vendor to be signed 

 

76. Question: Page 22, Item C – will you accept PDF copies of our documents on the Flash Drives? 

 

Answer: Electronic copies must be submitted in the same format (i.e. Word, Excel, etc…) they were 

issued in. 

 

77. Question: Page 27, Item H – a Data Center Security Architecture Review is included in the Technical 

Requirements but is not included in Attachment A, Solution/Technical Approach Questionnaire – is this a 

mistake? 

 

Answer: It should be included. There is a Primary Data Center at 10435 Downsville Pike Hagerstown, 

MD 21740, and a Disaster Recovery Data Center at 820 Commonwealth Ave Hagerstown, MD 21740 
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78. Question: What is the budget for this project? 

 

Answer: There is no specific budget for this project. 

 

79. Question: A data center security architecture review is mentioned in Section III.H, Technical Requirements, on 

page 27 of the RFP. This assessment, however, is not listed in Attachment A, Solution/Technical Approach 

Questionnaire. Can WCPS confirm that a data center security architecture review is included in the scope of 

this project? If so, is this limited to one data center? 

 

Answer: It should be included. There is a Primary Data Center, and a Disaster Recovery Data Center 

 

80. Question: For social engineering, are email phishing and phone pretexting desired in addition to on-site 

assessments? If so, how many users would WCPS like us to target for (a) email phishing and (b) phone 

pretexting? 

 

Answer: Email Phishing and Phone, user count between 2,500 to 3,000 

 

81. Question: Can WCPS provide the number of wireless network controllers so that vendors can develop accurate 

pricing for this component of the assessment? 

 

Answer: WCPS uses Aerohive, which is not controller based, has one (1) management server 

 

82. Question: Can WCPS provide the number of web sites included in the web site penetration test? 

 

Answer: >10 websites between internal and external. All Static Links. Applications are fairly large 

 

83. Question: Will WCPS provide credentials for privileged, or credentialed, testing of the web site(s)? 

 

Answer: We will create ID's to awarded vendor once we know a complete list of staff who will be testing 

against each section and their identifying roles to perform 

 

84. Question: Is a firewall configuration review included in the scope of work? If so, how many firewalls would 

WCPS like the vendor to test? 

 

Answer: Yes, 1 Edge Firewall 

 

85. Question: Has a security control framework been adopted and implemented? If yes, which one? 

 

Answer: No 

 

86. Question: Are IT and information security policies, procedures, standards and guidelines up-to-date and 

documented? If so, approximately how many policies and procedures are there? Is a review of policies and 

procedures included in the scope of this RFP? 

 

Answer: Yes, currently 10 documented Process/Policies 

 

87. Question: Will prospective bidders have access to prior Network Assessments and the reports? 

 

Answer: No, as those are marked as Private Confidential from Vendor and cannot be shared. 
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88. Question: Will the delivery and implementation of assessment recommendations be the responsibility of the 

awarded Vendor? Or will this be addressed in a separate future solicitation? 

 

Answer: WCPS Staff will address the delivery of implementations based on assessment results. 

 

89. Question: Will the awarded vendor be excluded in participating in future solicitations stemming from the 

results of the Network Security Assessment? 

 

Answer: No 

 

90. Question: Will other technologies be included in the assessments? For example, Phone Systems/VoIP 

CCTV/Security? 

 

Answer: YES, VOIP and Security Camera environment 

 

91. Question: Are there upgrades or changes to the current Network Infrastructure anticipated in the near future? 

 

Answer: Yes, Implementation of VMware NSX Firewall at Primary and DR Data Center. Enhanced 

Endpoint Protection on all Servers that supports all three (3) required FERPA, COPPA, CIPA 

Compliance Requirements. A potential to change KEMP Load Balancer over to NSX Load Balancing 

and add Firewall Configurations/Protection to it. 

 

92. Question: In Attachment A, there are multiple references to “Company.” Please clarify: is this actually referring 

to WCPS or another entity? 

 

Answer: Washington County Public Schools 

 

93. Question: From Attachment A, Section 1, Item 8 and Section 2: does WCPS expect the selected vendor to 

implement remediation activities? 

 

Answer: Perform, No – Suggestions, Yes 

 

94. Question: How many personal computers are within the scope of the assessment? 

 

Answer: 0 

 

95. Question: How many servers are within the scope of the assessment? 

 

Answer: >250 

 

96. Question: Are mobile devices within the scope of the assessment, and if so, how many? 

 

Answer: Yes, we will use a sample pool of iPads and iPhones 

 

97. Question: How many internal or external web applications are within scope of the assessment? 

 

Answer: >10 websites between internal and external. All Static Links. Applications are fairly large 

 

98. Question: Does WCPS accept credit card payments? 

 

Answer: No 
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99. Question: Are there any third-party vendors or hosted sites that are within the scope of the assessment? 

 

Answer: Yes 

 

100. Question: Has WCPS completed a data classification of the information stored in WCPS systems? 

 

Answer: No 

 

101. Question: Does WCPS have any additional regulatory requirements that the selected vendor should utilize as a 

standard, in addition to FERPA, CIPA, COPPA, CIPA? 

 

Answer: NIST 800 Compliance, ITIL Standards 

 

102. Question: Do you require the awarded vendor to be on-site at Washington County Public Schools at any time 

during the testing? 

 

Answer: Yes, some parts of the testing may need to be done onsite and some meetings between the 

Vendor and WCPS staff will held at the Center for Educational Services at 10435 Downsville Pike and/or 

at our Disaster Recovery location, 820 Commonwealth Ave, Hagerstown MD 21740 

 

Thank you for your interest in bidding with Washington County Public Schools and we apologize for any 

inconvenience this may have caused. 

 

Sincerely,  

Scott Bachtell 
Scott Bachtell 

Supervisor of Purchasing 

 

cc:  Robert Alton, Director of Technology 

 

 

This Addendum includes eleven (11) pages in total  

 


